Administrative Computer Use and Network Internet
Procedure 901 Access

June 2024

Background

Computer networks are valuable educational tools, and the use of computer technology,
networks and websites in Division schools is encouraged. All websites published in
Prairie Land Public School Division schools impact the image of Prairie Land Public
School Division as a whole and therefore must meet certain conditions as outlined in
this Administrative Procedure.

The Division’s computer network services will be used appropriately for educational
purposes or for activities that support learning.

Use of Division owned computers and other digital technologies requires that all users
agree to the responsible use and handling of Prairie Land Public School Division owned
devices. Damage incurred will be assessed as accidental, neglectful or intentional.
Damage incurred by intent or as a result of blatant neglect, will result in the individual
being required to reimburse Prairie Land Public School Division for the cost of repairs or
replacement.

All software applications on Division owned computers will be legally licensed.
Procedures

1. The Principal, in consultation with Central Office Administration, School Council and
staff, will develop a computer information plan to inform children and students,
parents/guardians and staff about the school’s computer systems, Board Policy and
Administrative Procedures, use of the Prairie Land Public School Division and
school website and details of the internet—use agreement.

2. The Division limits the use of Division—owned computer accounts by staff, children
and students to the uses specifically agreed to and accepted by the staff, children
and students in Prairie Land Public School Division.

3. The Division respects each child’s/student’s and parents/guardians right to decide
whether or not to grant informed consent to the school for child or student access to
the Internet, the network and the e—-mail system.

4. In the interests of developing socially responsible citizens, staff, children and
students must commit themselves to the ethical use of computer equipment and the
computer network, including proper use of the Internet. The network is provided for
users to conduct research and communicate with others. Access to network
services will be provided to users who agree to act in a responsible manner.

5. As a condition of access to Prairie Land Public School Division’s computer network
and Internet, users agree to adhere to sign the Technology Use Agreement and
comply with the conditions of this Administrative Procedure.Parents/guardians of
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children and students in Kindergarten to Grade 3 will be asked to sign the
Technology Use Agreement on behalf of their child. For students in Grades 4 to
12, both the parent/guardian and the student will be required to sign the
agreement. The Principal will distribute and collect these forms from
parents/guardians and staff during September of the current school year.

6. It is recognized that in connecting to public networks, children and students may
have access to inappropriate materials. Reasonable precautions will be taken at
the Division and school levels to restrict access to inappropriate materials.

7. In the event that the Principal determines that there is sufficient evidence that the
user agreement has been broken by the user, the Principal will:

7.1 Issue a written reprimand.

7.2 Modify or suspend computer access privileges.

7.3 Suspend or recommend expulsion (in the case of a student).
7.4 Report illegal activities to the RCMP.

8. Messages may sometimes be diverted accidentally to a destination other than
the one intended. Privacy in these communications is not guaranteed.

9. Prairie Land Public School Division reserves the right to access stored computer
network or e—mail records in cases where there is reasonable cause to expect
wrong—doing or misuse of the system.

10. All information from Prairie Land Public School Division schools should only be
posted on Prairie Land Public School Division owned and operated servers unless
special permission to post elsewhere has been granted. Under no circumstances
should any Prairie Land Public School Division staff member make any
representation as an official of Prairie Land Public School Division or a Prairie Land
Public School Division school on any server other than one owned and operated by
Prairie Land Public School Division.

11. The Superintendent will ensure that standards are developed to guide website
development, design, content and navigation.

12. It is recommended that Prairie Land Public School Division staff do not bring their
personal laptop/home computers to a Division building and connect to the Division
network (unless prior authorized use has been granted by the Prairie Land Public
School Division Technical Department) for the following reasons:

12.1 Virus Threats, employees personal laptops/home computers may not be
properly protected by anti—virus software, and may infect the Division
network, thereby disabling it.

12.2 Compromise Security, employees personal laptops/home computers hooked
to the Division network may compromise the security of confidential records,
particularly at the time of the personal laptop/home computer’s disposal.
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12.3 All Prairie Land Public School Division staff already have access to a Prairie
Land Public School Division computer for work purposes.

12.4 Prairie Land Public School Division computer technicians are not
responsible for the maintenance and support of any non—Prairie Land Public
School Division owned laptop or computer.

12.5 Prairie Land Public School Division licensed software cannot be installed
on an employee’s personal laptop/home computer without breaching
license agreements.

Software Licenses

1. The responsibility to ensure that only legally licensed software applications are in
use lies with the Principal.

2. All purchases of software should be made in consultation with the Prairie
Land Public School Division Technology Department.

3. No software will be copied onto or used on Division computers unless the
specific license for the application has been purchased.

4. Software purchased directly by a school will not be installed until the license
documentation has been provided to the Prairie Land Public School Division
Technology Department. Such software will not be installed if it is incompatible with
current computer systems.

5. Any fines levied against the Division for use of unlicensed software applications will
be applied directly against the budget of the school being fined.

6. Any software packages that do not require specific licenses (such as Shareware,
Freeware, etc.) must be accompanied by supporting documentation certifying the
same.

7. Copies of all software licenses must be kept on file by the Principal and a copy kept
at Central Office. All software licenses must be included on the school inventory
listing.

References: Sections 31, 52 and 53 Education Act
Protection of Privacy Act
Access to Information Act
Canadian Charter of Rights and Freedoms (Federal Legislation)
Canadian Criminal Code (Federal Legislation)
Technology Use Agreement (Staff and Student)
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